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Executive summary 

The Australian Communications and Media Authority (the ACMA) is making new rules 
to prevent unauthorised porting of mobile telephone numbers and reduce harm to 
consumers. 

Scams over telco networks are a significant problem, causing financial and emotional 
harm to victims and undermining confidence in telecommunications networks. An ever-
increasing number of adults now use a mobile (and fewer have a home landline).1 

Scammers are finding new ways to target Australian mobile phone customers.2 They 
are technologically adept, increasingly sophisticated and show no signs of stopping. 

Mobile phones often contain large amounts of personal information and are regularly 
used for security verification for a range of utilities and accounts. Mobile number 
portability allows customers to change telco providers without changing their mobile 
phone number. 

Mobile number fraud occurs when scammers steal personal details to gain control of a 
person’s phone number. It is a gateway to broader identity and financial theft. 

On 16 October 2019, the Minister for Communications, Cyber Safety and the Arts 
directed the ACMA to make a new industry standard requiring gaining mobile carriage 
service providers to implement additional identity verification before accepting a port of 
a mobile service number.3 

The industry standard will apply to all providers who supply mobile services. It is 
intended to mandate processes for identity verification that are practicable, robust, 
technically feasible and do not impose undue financial and administrative costs. It also 
provides for oversight by the Telecommunications Industry Ombudsman (TIO) and 
requires providers to offer customer awareness and safeguard information. 

The ACMA invites submissions on the Draft Telecommunications (Mobile Number Pre-
Porting Additional Identity Verification) Industry Standard 2020 by 19 January 2020. 

 

1 ACMA Mobile-only Australia: living without a fixed line at home, October 2019, viewed 1 November 2019. 
2 ACCC Submission to the Review of national arrangements for the protection and management of identity 
information, November 2018, viewed 31 October 2019. 
3 Telecommunications (Industry Standard for Mobile Number Pre-Porting Additional Identity Verification) 
Direction 2019, viewed 31 October 2019. 

https://www.legislation.gov.au/Details/F2019L01332
https://www.acma.gov.au/publications/2019-10/report/mobile-only-australia-living-without-fixed-line-home
https://www.accc.gov.au/system/files/ACCC%20submission%20to%20the%20Review%20of%20national%20arrangements%20for%20the%20protection%20and%20management%20of%20identity%20information.pdf
https://www.accc.gov.au/system/files/ACCC%20submission%20to%20the%20Review%20of%20national%20arrangements%20for%20the%20protection%20and%20management%20of%20identity%20information.pdf
https://www.legislation.gov.au/Details/F2019L01332
https://www.legislation.gov.au/Details/F2019L01332
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Issues for comment 
The ACMA invites comments on the following: 

1. New verification processes  
The draft industry standard sets out several processes for identity verification but 
does not seek to limit providers taking additional or innovative actions. 
Are there issues in relation to the proposed processes and their utility to meet the 
objectives? 
Are there additional processes that should be considered? 
2. Application to customer types 
The draft industry standard applies additional pre-porting identity verification 
processes to all customers (e.g. residential, small to medium businesses, and 
corporate customers). 
Should some customers have specific processes applied to them? 
The ACMA is interested in feedback on how the additional identity verification 
measures proposed will work where authorised representative arrangements are in 
place. 
3. Effectiveness, feasibility and cost 
Are the proposed processes practicable, robust and technically feasible? 
The draft standard requires a person initiating a port to have direct and immediate 
access to a mobile device associated with the number to be ported or for biometric 
data to be used for identification. An alternate process caters for situations where a 
customer has lost or has a broken device. 
Does the industry standard cater for these circumstances while meeting its 
objectives? 
Do the processes impose undue financial and administrative burdens on providers? 
What are the likely costs and impacts of implementation? 
The ACMA welcomes detailed information about any issues and costs against each 
process, as applicable. 
4. Costs to customers 
The draft industry standard specifies that providers should not charge customers a 
fee for an identity verification process. 
Do you agree with this approach? 
The ACMA welcomes detailed information about the costs against each process, 
as applicable. 
5. Customer information and advice 
The draft industry standard sets minimum requirements for consumer awareness 
and safeguard information. 
The ACMA is interested in feedback on whether this is warranted and/or whether 
alternative arrangements should be considered (e.g. inclusion in an industry 
guidance note). 

In addition to these questions, the ACMA welcomes comment on any other matters 
relevant to the draft industry standard. 



 

 acma  | 3 

The draft industry standard 
The direction 
The Telecommunications (Industry Standard for Mobile Number Pre-Porting Additional 
Identity Verification) Direction 2019 provides the legal authority for a new industry 
standard to be made under section 125AA of the Telecommunications Act 1997. 

The objectives of the industry standard are to: 

> prevent the unauthorised porting of mobile service numbers 

> reduce harm to customers arising from the unauthorised porting of mobile service 
numbers 

> confirm, to the extent possible, that the person requesting a port is the rights of use 
holder to the mobile service number to be ported; and has direct and immediate 
access to a mobile device associated with that mobile service number. 

It will: 

> place obligations on gaining mobile service providers to implement customer 
identity verification processes before accepting a port of a mobile service number; 
and 

> require provision of information and advice to customers about the verification 
processes, reporting channels and support services. 

The ACMA must make the industry standard by 28 February 2020. It must commence 
by 30 April 2020. 

Stopping mobile porting scams 
Scams over telecommunications networks are a significant problem, causing financial 
and emotional harm to victims. There have been cases of scammers using limited 
personal information to fraudulently port a person’s mobile number from their current 
service provider to another. 

Scammers have then used the ported number and other information to access the 
consumer’s bank accounts and authorise transactions by sending bank verification 
codes to the number. 

The ACMA4 (along with the TIO5) is working with industry to address poor practices 
and promote adoption of enhanced, ‘two-factor’ identification measures. 

Mobile number portability is a fast and effective competition measure where the losing 
provider must relinquish a number after the gaining mobile carriage service provider 
has verified the identity of a customer wanting to port their number. 

The draft industry standard is intended to impose additional identity verification 
processes to protect consumers above the current customer authorisation 
obligations.6 

 

4 ACMA, Telcos tackle mobile number fraud and identity theft, 16 October 2019, viewed 20 November 2019. 
5 TIO, Reducing fraudsters’ theft of mobile numbers, 26 February 2019, viewed 20 November 2019. 
6 Communications Alliance Ltd, Customer Authorisation Industry Guideline (G651: 2017), 2017, viewed 
22 November 2019. 

https://www.acma.gov.au/articles/2019-10/telcos-tackle-mobile-number-fraud-and-identity-theft
https://www.tio.com.au/sites/default/files/2019-05/Systemic-Spotlight-Reducing-fraudsters-theft-of-mobile-numbers_0.pdf
https://www.commsalliance.com.au/Documents/all/guidelines/G651


 

 4 | acma 

At the time the direction was made in October 2019, most providers had introduced 
stronger pre-port verification arrangements, or were in the process of doing so, under 
guidance material developed by the telecommunications industry. 

The Australian Government wants all mobile service providers to implement stronger 
pre-port identify checks to minimise instances of fraudulent mobile number porting and 
reduce associated financial loss and hardship to consumers. 

The purpose of the industry standard is to ensure industry-wide coverage so that 
Australians can safely conduct online banking and other activities on their mobile 
phone. 

Key matters for consideration 
What must be included and considered 

The industry standard must set out pre-porting verification processes that apply to 
mobile carriage service providers. These processes must be practicable, robust, 
technically feasible and not impose undue financial or administrative burdens. 

In making the standard, the ACMA may consider any potential costs to customers, 
whether verification processes are applicable to all customer types and whether the 
standard should contain obligations for providers to offer consumer awareness and 
safeguard information. 

The ACMA proposes to confer functions and powers on the TIO in respect of customer 
complaints about unauthorised porting of mobile numbers. This will provide 
transparency and clarity to mobile carriage service providers and consumers on how 
unauthorised porting complaints are to be addressed. The ACMA is consulting directly 
with the TIO on this matter. 

Outcomes-based approach 

While are not responsible for the harms perpetrated by scammers, telco providers are 
responsible for the security of their networks. Scammers are malicious third-party 
actors, often operating offshore. They are technologically agile—quickly identifying 
and exploiting weaknesses in networks. 

Telco providers differ in size, scale of operation and interaction with customers. 

For these reasons, the industry standard has been drafted to meet the required 
objectives, while leaving it open to providers to determine which processes are 
applicable, and how they will be implemented. This approach will promote innovation 
and adaptation in the medium to longer term, while also ensuring specific and/or 
sensitive information is not published that could be used by scammers. 

Critically, however, while providers are given that flexibility: 

> any process adopted must confirm the initiating person is the rights of use holder of 
the mobile service number to be ported; and 

> on completion of the process and before porting the number, the gaining mobile 
carriage provider must be satisfied (and have a basis for being satisfied) that the 
initiating person is the customer (or authorised representative of the customer) who 
holds the rights of use to that number. 

In developing the draft industry standard, the ACMA has considered the existing 
enhanced identity verification processes that most providers have already 
implemented or are in the process of implementing. These are contained in industry 
guidance developed by Communications Alliance Ltd in mid-2019. 
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Identity protection and security risk 

The government’s National Identity Security Strategy and National Identity Proofing 
Guidelines7 offer guidance about the preservation and protection of a person’s identity 
as a ‘key concern and a right of all Australians’. 

While not containing mandatory obligations for the private sector, these guidelines 
offer a reference to better practice that the ACMA has considered in drafting the 
industry standard. 

Relevant guidance includes identity proofing objectives and levels of assurance for 
remote (e.g. online or via phone) or local (in person) processes. 

The guidelines indicate a high (or ‘silver standard’) level of assurance is desirable for 
remote and local transactions with: 

[S]erious consequences associated with fraudulent registration, such as allowing access to 
sensitive information, systems or people, including those of organisations other than that 
which undertook the initial identity proofing. Examples include issuance of documents and 
credentials used as secondary evidence of identity in the community. 

Evidence is required to confirm the linkage between the identity and the person 
claiming the identity. The guidelines state it may be obtained through the approaches 
below. 

Approaches 
Confirming identity at a silver standard:  
> Manual/visual comparison of a person’s face against a photograph on a primary 

piece of evidence (either remotely or in person) 
> Verification of a biometric template8 collected at registration (either remotely or in 

person) against a biometric template held by an authority 
> Knowledge-based authentication (if questions are derived from multiple 

authoritative sources, do not use publicly available information, are randomised 
and a time limit is set for answering the questions or other equivalent practices are 
used) 

Multi-factor authentication 

The draft industry standard is not prescriptive about how additional identity verification 
processes may be implemented by providers and allows for multi-factor authentication. 

Multi-factor authentication, often referred to as ‘two-factor authentication’, offers an 
effective security control to prevent malicious actors from gaining access to a device, 
and any sensitive information within. When implemented correctly, it can be a highly 
effective strategy to mitigate harm, particularly where remote authentication is 
required. 

The Australian Cyber Security Centre provides guidance on implementing multi-factor 
authentication9 that is relevant to its use by providers: 

When multi-factor authentication is implemented correctly, it is significantly more difficult for 
an adversary to steal a complete set of credentials as the user has to prove they have 
physical access to a second factor that either they have (e.g. a physical token, smartcard or 
software certificate) or are (e.g. a fingerprint or iris scan). When implementing multi-factor 

 

7 Department of Home Affairs National Identity Proofing Guidelines, 2014, viewed 21 November 2019. 
8 The guidelines define ‘biometric information’ as ‘information about any measurable biological or 
behavioural characteristics of an individual that can be used to identify the individual or verify the identity of 
the individual, such as face, fingerprints and voice’. 
9 ACSC, Implementing Multi-Factor Authentication, April 2019, viewed 20 November 2019. 

https://www.homeaffairs.gov.au/about-us/our-portfolios/criminal-justice/cybercrime-identity-security/identity-security#content-index-7
https://www.homeaffairs.gov.au/criminal-justice/files/national-identity-proofing-guidelines.pdf
https://www.cyber.gov.au/sites/default/files/2019-10/PROTECT%20-%20Implementing%20Multi-Factor%20Authentication%20%28April%202019%29.pdf
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authentication, it is essential that it is done so correctly to minimise security vulnerabilities 
and to avoid a false sense of security that could leave a network vulnerable. 

Application to customer types 

The direction requires the ACMA to clearly identify which additional identity verification 
processes should apply to all customer types and those which should apply only to 
specific customer types (e.g. residential, small to medium business and corporate). 

The draft industry standard sets out a minimum expectation that at least one of a 
range of specific pre-porting additional identity verification processes will be used by 
providers, without specifying which should be used or how it should be implemented.  

It applies to all customers because there are indications that mobile porting fraud 
occurs across all services. This will provide customers, including business customers, 
with confidence that their service is covered. 

Practicable, robust and technically feasible processes 

The processes set out in the draft industry standard are largely drawn from examples 
of industry better practice and/or the guidance note developed by industry on 
preventing porting scams. 

The processes include use of multi-factor authentication (through supply and 
confirmation of a unique verification code), calling the device for confirmation and/or 
use of biometric data. Where these processes do not allow a gaining mobile carriage 
service provider to confirm a person requesting a port is the rights of use holder of the 
service, the provider must use an alternate identity check involving specified 
documents. 

The new processes should not (to the extent possible) impact on the effective 
operation of current mobile number porting arrangements. 

Costs and administrative burden 

As noted above, the processes set out in the draft industry standard are largely drawn 
from industry practices that have been—or are in the process of being—implemented. 
Additionally, the processes are not prescriptive beyond the core obligation that a 
specified additional identity verification process must be used prior to a port being 
accepted. 

This approach should keep any costs and administrative burden on industry to a 
reasonable level, noting that the harm involved in mobile porting fraud can be very 
serious and combating it justifies very robust measures. 

The ACMA has also considered the costs of pre-port identity verification processes on 
customers.10 Each mobile carriage service provider will bear its own costs and should 
not charge customers a fee for the pre-port identity verification process. This will 
ensure all customers (including customers with zero credit on pre-paid mobile 
services) can return unique verification codes to authorise the porting of their mobile 
service number. 

 

10 The Explanatory Statement to the direction under section 125AA of the Telecommunications Act 1997 
sets out that the ACMA is to have regard to the costs of verification on customers, and it is preferable that 
those costs be nil if practicable, viewed 15 November 2019. 

https://www.legislation.gov.au/Details/F2019L01332/Explanatory%20Statement/Text
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Provision of education and safeguard information 

Most industry and consumer submissions to the ACMA’s recent Scam Technology 
Project11 indicated strong views that consumer education and empowerment was key 
to reducing the harms perpetrated by scammers. 

Under the direction, the ACMA can specify minimum requirements for consumer 
awareness and safeguard advice that providers make available. 

The draft industry standard specifies that providers must advise customers wanting to 
port their mobile number that additional identity verification will be required. In addition, 
mobile carriage service providers must provide customers with information about who 
to contact should their mobile number be fraudulently ported. 

The draft industry standard requires this information to be given directly to customers, 
and on provider websites. 

The ACMA notes that such arrangements could be set out elsewhere—for example in 
an industry guidance note. 

 

11 ACMA, https://www.acma.gov.au/articles/2019-05/scam-project-underway, May 2019, viewed 21 
November 2019.  

https://www.acma.gov.au/articles/2019-05/scam-project-underway
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Invitation to comment 
Making a submission 
The ACMA invites comments on the issues set out in this paper. 

> Online submissions can be made by uploading a document. Submissions in PDF, 
Microsoft Word or Rich Text Format are preferred. 

> Submissions by post can be sent to: 

The Manager 
Strategy and Projects Section 
Australian Communications and Media Authority 
Law Courts  
Melbourne VIC 8010 

The closing date for submissions is COB, Sunday 19 January 2020. 

Consultation enquiries can be emailed to unsolicitedcommsprojects@acma.gov.au. 

Publication of submissions 

The ACMA publishes submissions on our website, including personal information 
(such as names and contact details), except for information that you have claimed 
(and we have accepted) is confidential. 

Confidential information will not be published or otherwise released unless required or 
authorised by law. 

In this case, the ACMA notes that submissions may contain sensitive information that 
is not in the public interest to publish. Submitters should clearly indicate where this 
may be the case in submissions. 

Privacy 

View information about our policy on the publication of submissions, including 
collection of personal information during consultation and how we handle that 
information. 

Information on the Privacy Act 1988, how to access or correct personal information, 
how to make a privacy complaint and how we will deal with the complaint, is available 
in our privacy policy. 

https://www.acma.gov.au/have-your-say
mailto:unsolicitedcommsprojects@acma.gov.au
https://www.acma.gov.au/publication-submissions
https://www.acma.gov.au/privacy-policy
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