


Malware & ransomware

Malware tricks you into installing so�ware that allows scammers to access your files and track what you are doing,
while ransomware demands payment to ‘unlock’ your computer or files.

How these scams work

Malware

Malware scammers send emails and social media messages at random with links purporting to be on something
topical—news, an event or something 'interesting'.

If you click on the link you may be taken to a fake website that looks like the real deal, complete with logos and
branding of legitimate sites. In order to view the video, you will be asked to install some so�ware, such as a ‘codec’,
to be able to access the video format. If you download the so�ware, your computer will be infected with malware
(malicious so�ware).

Another way of delivering a malware scam is through websites and pop-ups that o�er 'free' file downloads,
including music, movies and games, or free access to content, such as adult sites.

Malware scams work by installing so�ware on your computer that allows scammers to access your files
or watch what you are doing on your computer. Scammers use this information to steal your personal details and
commit fraudulent activities. They may make unauthorised purchases on your credit card, or use your identity to
open accounts such as banking, telephone or energy services. They might take out loans or carry out other illegal
business under your name, or even sell your information to other scammers for further illegal use.

Ransomware

Ransomware is a type of malware that blocks or limits access to your computer or files, and demands a ransom be
paid to the scammer for them to be unlocked.

Infected computers o�en display messages to convince you into paying the ransom. Scammers may pretend to be
from the police and claim you have committed an illegal activity and must pay a fine, or they may simply demand
payment for a 'key' to unlock your computer.

If you pay the ransom, there is no guarantee your computer will be unlocked.
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Protect yourself

Have you been scammed?

You receive an email or social media message out of the blue that claims to contain links to a topical news item
or something ‘interesting’, and you are asked to download so�ware in order to view the material.

Music files, games, or access to adult sites are o�ered free of charge if you download a particular program or
agree to a pop-up box.

Pop-up boxes start appearing on your computer screen. These may have simple questions or a button that says
‘close’.

You notice new icons on your computer screen, or your computer is not as fast as it normally is.

You are approached by scammers or become a victim of another scam where your personal or
financial details are already known.

Do not open attachments or click on links in emails or social media messages you’ve received from strangers –
just press delete.

If you want to access footage or information about major or breaking news, use a reliable news source rather
than an unknown web link.

Be wary of free downloads and website access, such as music, games, movies and adult sites, they may install
harmful programs without you knowing.

Always keep your computer security up to date with anti-virus and anti-spyware so�ware, and a good firewall.
Only buy computer and anti-virus so�ware from a reputable source.

Use your security so�ware to run a virus check if you think your computer’s security has been compromised. If
you still have doubts, contact your anti-virus so�ware provider or a computer specialist.

Keep your o�ice networks, computers, and mobile devices secure. Update your security so�ware, change
passwords and back up your data regularly. Store your backups o�site and o�line. Stay Smart Online explains
how to back-up your data and secure your mobile devices.

https://www.communications.gov.au/what-we-do/internet/stay-smart-online/computers/back-your-data
https://www.staysmartonline.gov.au/protect-yourself/protect-your-stuff/mobiles-and-tablets


If you think you have provided your account details to a scammer, contact your bank or financial institution
immediately.

Visit the No More Ransom website for information and decryption tools that might help you recover your data
without having to pay ransoms to cybercriminals.

We encourage you to report scams to the ACCC via the report a scam page. This helps us to warn people about
current scams, monitor trends and disrupt scams where possible. Please include details of the scam contact you
received, for example, a screenshot.

We also provide guidance on protecting yourself from scams and where to get help.

Spread the word to your friends and family to protect them.

More information

Attempts to gain your personal information
Scammers use all kinds of sneaky approaches to steal your personal details. Once obtained, they can use your
identity to commit fraudulent activities such as using your credit card or opening a bank account.

December 2019

Amount lost

$900

Number of reports

152

Reports with �nancial losses

0.7%

Gender

Ransomware & malware statistics 

http://www.nomoreransom.org/
https://www.scamwatch.gov.au/report-a-scam
https://www.scamwatch.gov.au/get-help/protect-yourself-from-scams
https://www.scamwatch.gov.au/get-help/where-to-get-help
https://www.scamwatch.gov.au/types-of-scams/attempts-to-gain-your-personal-information


View more statistics

Delivery method

Age

This data is based on reports provided to the ACCC by web form and over the phone.

The data is published on a monthly basis. Our quality assurance processes may mean the data changes from time to time.

Some upper level categories include scam reports classified under ‘Other’ or reports without a lower level classification
due to insu�icient detail provided. Consequently, upper level data is not an aggregation of lower level scam categories.

Male 52% Female 46.1% Gender X 2%

Email 78.3% Phone 14.5% Internet 2% Text message 2% Mail 1.3%

Mobile Applications 1.3% Social networking 0.7%

https://www.scamwatch.gov.au/about-scamwatch/scam-statistics

